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Personal Security Measures

SECURE.
OURW®RLD

PERSONAL SECURITY MEASURES

Applying basic security measures can enhance the protection of critical infrastructure and mitigate threats to

personal safety.
(i Being aware of surroundings and nearby activities

(% Limiting personal information sharing in digital platforms.

@, Hiding personally identifiable information and work credentials
when in public

& Letting a trusted person know where you are going, particularly if
outside of daily functions, and when you plan to retum

@ Changing predictable routines, such as the timing and routes
to work, school, or places of worship

(~/ Staying in well-lit public areas and avoiding isolated streets

@ Avoiding leaving personal belongings unattended, even for a
few minutes

@ Having a cell phone available to make emergency calls

Carrying simple to use protective tools, such as pepper spray,
(4 and a bright flashlight. If maintained on your person, ensure
facilities allow entry of such devices.

&

&
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Q
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Creating a personal or family emergency action plan

Avoiding text messaging or lengthy cell phone use while
walking alone

Keeping hands free as camrying items may result in
further vulnerabilities

Avoiding suspicious packages, and recognizing potential indicators
of a suspected explosive device to notify law enforcement

Asking for help - contacting security or a co-worker for an
escort to vehicle

Parking in well-lit and attended areas; exercising caution when
using underground and enclosed parking

Heading to nearest public gathering location, police station, or fire
department if being followed

Trusting instincts and being assertive in decision making; calling
for help from others or the police if feeling threatened

For continued information on threats, visit the National Terrorism Advisory System web page at dhs.gov/

national-terrorism-advisony-system.

Flease visit cisa.gov/hometownsecurity for additional resources.

CISA | DEFEND TODAY, SECURE TOMORROW



Disclaimer

» This presentation and the accompanying documents describe activities and behaviors that
may be concerning or possibly indicative of impending violence

= Only report when there are sufficient facts to support a rational conclusion that the behavior
or activity represents a potential threat of violence and not based solely on race, religion,
gender, sexual orientation, age, disability, or a combination of only such factors

= The approaches, techniques, and tactics described in this presentation and the
accompanying documents are options for consideration. They are not intended to mandate
policy or direct any action

» DHS assumes no liability for any injuries associated with the implementation of this training
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Teaching Points:
This presentation was produced by CISA to guide critical infrastructure owners and operators in recognizing and de-escalating potentially violent situations.
Some of the behaviors and activities described that are concerning or predictive of violence may be Constitutionally protected and reported only when the facts support a potential threat of violence. 
Do not report based solely on protected activities, or based on race, religion, gender, sexual orientation, age, disability, or a combination of only such factors.
The approaches, techniques, and tactics described are options for consideration and do not dictate policy or individual action.

References: This disclaimer is on every product in the series. 



Non-Confrontational Techniques

* These skills augment security beyond traditional protective
measures O

* Empowers employees, volunteers - non-security @
professionals - to identify potential suspicious behavioral
Indicators and take appropriate action

» Engaged employees execute your comprehensive security
plan

= Security planning is a whole-of-community effort, incorporate
non-confrontational technique training and exercises
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Teaching Points:
Non-confrontational techniques augment security beyond traditional protective measures by positioning personnel and volunteers to reduce risk. 
The intent is to identify potential suspicious behavior and to take appropriate action to thwart a potential attack.
Engaged employees execute your comprehensive security plan because they are aware of the policies and procedures put in place and are ready to take action. 

References: 
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello
CISA De-Escalation Series - cisa.gov/de-escalation-series




Employee Vigilance through the Power of Hello

Qo

Observe Initiatea  Navigate Obtain
“Hello” the Risk Help

The OHNO approach — Observe, Initiate a Hello, Navigate the Risk, and
Obtain Help

Helps employees observe and evaluate suspicious behaviors, empowers
them to mitigate potential risk, and obtain help when necessary.
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Teaching Points: 
The Power of Hello is a 4-step approach, also known as the OHNO approach, for determining an unknown individual’s purpose for coming to a facility.  
Polling places and other election related venues—which by their nature are typically public-oriented venues—may appear as attractive targets due to being soft targets. 
On voting day, government buildings, faith-based organizations, and schools that are designated polling locations will lower their security by opening their facilities to unscreened visitors. 
The Power of Hello helps election workers detect, assess, mitigate, and obtain help for potentially suspicious people and activities.
Translated in 18 languages.

References: 
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello
If You See Something, Say Something® - dhs.gov/see-something-say-something






https://www.cisa.gov/employee-vigilance-power-hello

Observe

s Stay vigilant of your surroundings

SUSPICIOUS BEHAVIORS:

= Abandoning or placing an object and leaving the area éome activities may be \
= Taking pictures/videos of personnel, facilities, security features, Constitutionally protected and
restricted zone, or the facility itself in an unusual or covert manner should be reported only when

there are articulable facts to

= Attempting to enter a restricted area or impersonating authorized support a rational conclusion that

personnel the behavior is suspicious. Do not

= Loitering at a location without a reasonable explanation. For report based solely on protected
example, loitering inside the campaign free zone activities, race, religion, gender,

= Avoiding security personnel or systems sexual orientation, or a

= Expressing threats of violence Qombmatlon of only such factor. Sj
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Teaching Points: 
All personnel in a workplace or setting can contribute to enhancing security by being aware of their surroundings and consciously observing others for suspicious behaviors.
Stay vigilant of your surroundings.
There are a variety of potentially suspicious behaviors, as shown on the slide.
Observation by those who know what belongs and what does not can help provide an added layer of detection and protection.
As a reminder, some activities may be Constitutionally protected and should only be report when there are articulable facts to support a rational conclusion that the behavior is suspicious.  Do not report solely on protected activities. 

Elections specific: 
Understand what is suspicious and normal within an election facility or voting location, train election workers on what to look out for that is not normal, routine behavior or expected operations. 
This may include restricted zones or buffer zones around the voting location or election facility – this is a zone surrounding the voting facility that prohibits electioneering, violence, or interference so individuals can vote fairly and safely 
Suspicious behavior could include someone loitering at a voting facility without a reasonable explanation or inside the electioneering/campaign free zone.
Individuals should not remain in the voting zone if they are not voting or do not serve a role on election day. 



Initiate a Hello

Acknowledging a risk can deter a potential threat.

DO OR SAY THE FOLLOWING:
= Smile, make eye contact, and introduce yourself
= “Hello. If you need anything, I'll be right over here.”

= “If you are looking for something or someone in particular, |
can assist if needed.”

= “Hello, if you need assistance | will be around if needed.”
= “|I will be here in case you need help.”

Approaching a person viewed as suspicious has potential
risks. In some situations, it may be more advisable to report
L the activity to those with the authority or training to intervene.
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Teaching Points: 
Acknowledging a risk can significantly deter a threat. However, safety is the most important factor – do not engage a person who you deem to be dangerous, call 9-1-1 immediately or engage 
Simply saying “Hello” can prompt a casual conversation and help to determine why an individual is at the facility.
On the slide is a list of acceptable actions and sayings to consider when approaching an unknown individual.
Again, approaching an unknown person has risks – assess the situation and consider calling for help from those with the training and authority to intervene. 



Navigate the Risk

& Is the behavior you observed threatening or suspicious?

ASK YOURSELF:

= Do they appear to have legitimate business in the election facility or ballot
processing center?

= |s their clothing consistent with the weather or for the gathering of the day?

= Are they avoiding security?

= Are they asking questions about business functions or employee information?
= Are they causing you to feel threatened?

[ If you feel threatened, calmly walk away and call 9-1-1 ]
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Teaching Points: 
Navigate the risk by asking yourself if the behavior you have observed is suspicious.
Evaluate what you are seeing and hearing from a potentially suspicious person.
Consider these questions to determine if the activity or behavior witnessed arouses suspicion.
If you feel threatened, calmly walk away and seek help, as necessary. 

Elections specific: 
Train election workers on identifying appropriate individuals within the voting location.  For example, election observers in the area who would be identified, and the process to appropriately challenge people who do not have the appropriate credentials. 
Elections rely on a lot of people with various backgrounds, but they always have a specific role in the process, whether that be a poll worker, voting technician, etc. and follow strict election procedures to ensure integrity in the election outcome.
Election workers may encounter individuals who are inquisitive, and want to ask questions while waiting to vote, this slide is intended to identify SUSPICIOUS behavior and questions about security.  If you feel threatened, calmly walk away per your security procedures and seek help. 


Obtain Help

@ Obtain Help from Management or Authorities.

PROVIDE THE FOLLOWING INFORMATION TO FIRST
RESPONDERS OR SECURITY PERSONNEL.:

= Whatis happening?

= Whois doing it?

=  Where is it taking place?
= \When did you observe it?
=  Why are they here?

[ Call 9-1-1 for emergencies or if you feel in danger]
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Teaching Points: 
After navigating the risk, obtain help from management or authorities. 
Answer the questions on the slide to provide critical information to first responders. -- what, who, where, when, and why.
Call emergency services if you help.
You can submit suspicious activity reports to your local law enforcement or call the non-emergency number.
Work to develop a relationship with local police/fire authorities.
Have law enforcement and fire department phone numbers listed for all employees to see.

References: 
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello
If You See Something, Say Something® - dhs.gov/see-something-say-something

Elections specific: 
In the lead up to the election, reviewing response plans should be a priority effort to ensure it contains the latest operating procedures and contacts in case of an incident or to know where to report suspicious behavior.
If election officials aren’t the primary custodian of emergency response plans during an election event, they should work with the appropriate representatives to review reporting guidelines in case of a potential incident or to know where to share suspicious behavior for triage.
Emergency response plans vary greatly by jurisdiction.
In most jurisdictions, this reporting structure involves escalating suspicious behavior to representatives in the county election office or another central county office who would then triage and report to appropriate authorities. However, if anyone feels like their life or safety is in danger, they should immediately call 9-1-1.
The FBI encourages all election workers and election officials to report any perceived threats of violence, harassment, or intimidation to their local FBI Field Office Election Crimes Coordinator (https://www.fbi.gov/contact-us/field-offices); call 1-800-CALL-FBI (select #1, then select #3 “threat to election administrators”) or contact the FBI’s Internet Crime Complaint Center (www.ic3.gov). 




Power of Hello Summary

The Employee Vigilance through the Power of Hello will help employees:

QA

Observe Initiate a “Hello” Navigate the Risk Obtain Help
your surroundings for to determine why an to determine if the from authorities or
suspicious behaviors individual is at a voting behavior observed is management

and/or activities location or facility threatening or suspicious
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Presentation Notes
Teaching Points: 
The OHNO approach helps employees observe and evaluate suspicious behaviors, and empowers them to mitigate potential risk, and obtain help when necessary.
Relies on reasonable persons to make observations to properly detect and report terrorism/criminal-related suspicious behavior.
Remember that personal safety is a priority.

References:
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello
If You See Something, Say Something® - dhs.gov/see-something-say-something


https://www.cisa.gov/employee-vigilance-power-hello

De-Escalation

Series for
Critical
Infrastructure
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De-Escalation Series

Recognize

the warning signs for
someone on a path to
violence, identify
stressors, changes in
baseline behavior, and
observable behavioral
indicators.

Assess De-Escalation
the situation to protect encourages the use of
personal safety and the purposeful actions, verbal
safety of those around techniques, and body
you. ldentify what an language to calm a
escalating person may potentially dangerous
look like and warning situation. Safety is the
signs. highest priority, know your

limits and obtain help
immediately if needed.

cisa.gov/de-escalation-series

Report

concerning behavior or an
escalating incident through
organizational reporting to
enable assessment and
management of an
evolving threat, and 9-1-1
for immediate threats.
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Teaching Points:
The De-Escalation Series:
Four separate, but related products.
Used either as a series or stand-alone references.
Guides individuals through a sequence of actions to take or decisions to make when confronted with a potentially violent situation.
The products contain a small list of examples of potential stressors, changes in baseline behaviors, observable behavioral indicators, observable physical behaviors, and potential warning signs of an escalating person; these are not intended to be taken as single indicators but should be observed to support a holistic assessment of the person of concern’s circumstances and stressors.  




https://www.cisa.gov/de-escalation-series

=
Recognize

= Emphasizes early detection and recognition of a potential for
violence or a person of concern

* Focuses on identifying someone on the Pathway to Violence
In order to seek assistance as early as possible

= Reinforces the importance of acting after recognizing a
potential threat

= Encourages clear consideration of Constitutionally protected
actions and activities
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Teaching Points: 
The Recognize product emphasizes that co-workers, friends, and family are best positioned to recognize the early warning signs in someone on the pathway to violence.
Describes warning signs, behaviors and activities that are considered concerning or indicative of violence, for individuals on the pathway to violence.
Guides individuals on how to communicate an immediate threat or inform others of a potential threat.
Includes a reminder to the reader that some activities and behaviors while indicative of violence are Constitutionally protected..
Do not report based solely on protected activities, or based on race, religion, gender, sexual orientation, age, disability, or a combination of only such factors.

References: 
CISA Pathway to Violence video - cisa.gov/pathway-violence-video 
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello
CISA Insider Threat Mitigation Guide - cisa.gov/insider-threat-mitigation



Recognize, Cont’d.

People who resort to violence are often driven by a combination of
predispositions, grievances, personal or professional stressors, and

assorted resentments.
) oD

Stressors Changes Behavioral Indicators

Observable physical behavioral indicators include, but not limited to:

= Argumentative or uncooperative behaviors = Violating others’ personal space
= Clenched jaw and/or balled fists = Making specific threats to inflict harm

= Pacing or restlessness = Displaying or making threats to use a
= Trembling or Shaking weapon
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Presentation Notes
Teaching Points: 
Observable behavioral indicators exhibited by a person on the pathway to violence are created from a combination of predispositions, stressors, and resentments. 
Warning signs come in two varieties: those recognizable by peers or co-workers, and physical signs of aggression.
Recognizable by peers or co-workers include:
Changes to baseline behavior:
A hard worker no longer caring
Socially isolated individual becoming excessively outgoing
Unwillingness to comply with established rules or policies
Stalking, harassing, or bullying
New obsession with incidents of workplace violence
When interacting with people who are unknown to you, be vigilant to physical signs of aggression.
Physical behaviors of aggression can include:
Argumentative or uncooperative behaviors
Clenched jaw and/or balled fists
Displaying or making threats to use a weapon

References: 
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello
CISA Insider Threat Mitigation Guide - cisa.gov/insider-threat-mitigation
CISA Pathway to Violence video - cisa.gov/pathway-violence-video 
If You See Something, Say Something® - dhs.gov/see-something-say-something




Recognize, Cont’d.

If / when you notice the warning signs, you can help prevent violence in
two primary ways; communicating the threat and informing others.

(N G

Communicate the Threat Inform Others

Gun! Run! Bomb! Get Out! Tell What You Have Seen or Know!
If you recognize a hostile act If no imminent threat,
is occurring or imminent, inform others of what
remove yourself from the you’ve observed,; tell a
situation, seek safety, and supervisor, manager, security

communicate the threat. guard or other team member.
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Teaching Points: 
Once the warning signs are noticed, it is critical to let other knows about the threat to either help others to survive the imminent or occurring act or to prevent a violent act from taking place. 
If the violent act is imminent or occurring, loudly let others in the immediate area know along with a suggested response.  For example: “Knife!” “Run!” 
If there is the potential for violence, tell a supervisor or security guard so that a more thorough assessment can happen. Report suspicious activity to local law enforcement.

References: 
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello
CISA Insider Threat Mitigation Guide - cisa.gov/insider-threat-mitigation
If You See Something, Say Something® - dhs.gov/see-something-say-something



Assess

= The assessment process determines whether an emergency response is

needed, if de-escalation is possible, or if a more formal assessment is
appropriate

* Includes assessment of:
= The person(s) of concern
= External and/or environmental factors
= The assessor themselves

= Encourages engagement with the organization if a more formal
assessment by a multi-disciplinary threat management/security team is
appropriate

* Informs decision making on how to manage a person of concern -
prevention of violence is the goal
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Presentation Notes
Teaching Points: 
The Assess product guides employees in assessing if a person is escalating and, if so, what type of action should they take; an emergency response, de-escalation, or a more formal threat assessment.
The process considers three crucial factors: the person of concern, the environment, and the assessor.
Reinforces the priority of personal safety and that the individual must begin by assessing their ability to engage or if they need to seek help for situations beyond one’s ability.  
It is important to assess if the environment is conducive to de-escalation, such as the presence or absence of factors that are creating the agitation.  
Assess yourself, take a step back to determine if you can engage the individual without contributing negatively to the situation.
Threat assessments by a multi-disciplinary threat management/security team may include interviews with the person of concern and any witnesses.  The purpose is to prevent violence and inform decision making.  

References: 
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello
CISA Insider Threat Mitigation Guide - cisa.gov/insider-threat-mitigation



Assess, Cont’d.

What Does an Escalating Person Look Like?

Early Warning Signs Signs of Imminent Danger
= Change in baseline behavior or mood * Flushed, tightened jaw, clenched fists, shaking
= Pacing, ruminating, agitated gestures = Rapid breathing, raised voice, nervous laughter
= Staring through you = Standing in a position to attack or defend
= Blocking others’ movement = Avoiding security systems or personnel
= Finger pointing = Abandoning an object or package

= Distracted or inability to focus
February 7, 2024 17
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Presentation Notes
Teaching Points: 
This slide shows lists of observable physical behaviors that can be displayed by people who are escalating. This list should not be considered the only signs of an escalating person, but of commonly seen behaviors.
Those behaviors are separated into two categories, Early Warning Signs and Signs of Imminent Danger, which assist in the assessment process.
Changes in baseline behavior or mood: Everyone has bad days and may air frustrations; this is describing noticeable changes in baseline behaviors as discussed in Recognize. This is more applicable with co-workers whom you know for a period of time and can assess a difference in their behavior. 
In some instances, a formal threat assessment process is needed. A primary purpose is to inform decisions on managing a person of concern, with the goal to prevent an incident.

Elections specific: 
Consider having mental health professional support on standby or serving as a volunteer to assist individuals through the voting process.  Consider access and functional needs and stressors associated with large crowds, waiting in line, potential confusion with the process, language barriers, etc. 

References: 
CISA Power of Hello - cisa.gov/employee-vigilance-power-hello
CISA Insider Threat Mitigation Guide - cisa.gov/insider-threat-mitigation




=)
De-Escalate

= Describes techniques and best practices to directly engage
an individual of concern to prevent, or at least delay, a violent
or harmful act

* Proposes the use of purposeful actions and gives
suggestions for verbal communication and body language
techniques

= Encourages individuals to know their own limits and when
to obtain help

* Reinforces personal safety as the highest priority
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Presentation Notes
Teaching Points: 
The De-Escalation product describes purposeful actions, significant verbal communication, and specific body language techniques that the reader can use to calm an escalating person and potentially prevent a violent act.
De-Escalation is defined as “The use of communication or other techniques during an encounter to stabilize, slow, or reduce the intensity of a potentially violent situation without using physical force, or with a reduction in force.” Department of Homeland Security Policy Statement 044-05 
Recommends that individuals understand their own capabilities and limitations when dealing with a potentially violent individual and to recognize when its time to get help.
Reinforces that personal safety and the safety of others is the priority..

Next slide discusses techniques.


De-Escalate, Cont’d.

Use purposeful actions, verbal communication, and body language
techniques to help calm an individual who may be escalating.

Purposeful Actions Verbal Communication

; Instead Of: Say...
= Remain Calm
= Change the Setting “Calm down.” “| can see that you are upset...”
: Ee:‘,pect Personal Space “| can’t help you.” “I want to help, what can | do?”
= Listen
= Empathize “I know how you feel.” “I understand that you feel...”

Body Language
Instead Of: Try...

Standing rigidly directly in front of the person  Keeping a relaxed and alert stance off to the side of the person

Pointing your finger Keeping your hands down, open, and visible at all times
Excessive gesturing or pacing Using slow, deliberate movements
Faking a smile Maintaining a neutral and attentive facial expression

February 7, 2024 19



Presenter Notes
Presentation Notes
Teaching Points: 
Includes examples of purposeful actions, appropriate verbal communication, and specific body language that can help calm an escalating person.
If these techniques are not de-escalating the situation, or are further agitating the individual, calmly disengage from the person and seek help from law enforcement. 
Personal safety and the safety of others is key. If a situation is escalating, as you change the setting for the individual, calmly have others move away from the person of concern.  Update your emergency action plans to account for escalating situations with employees and the public, train your employees and volunteers on these actions, and exercise them.  

Elections specific:
If an individual is escalating, consider taking them out of the line (if applicable) and engage them in a safe way.  This may prevent others from becoming agitated as well.  Consider escorting them through the voting process to expedite their engagement at the voting location if this will not further disrupt the other individuals waiting to vote. 
Consider assigning a volunteer who is a mental health professional to listen to individuals who are escalating and want to air grievances, some individuals want to talk, and voting may be one of the few times they are in a social situation.  
Take into consideration access and functional needs, language barriers, the anxiety of being in line and the fear of becoming ill from exposure to others.  


=

= Emphasizes the need to alert first responders if violence
IS Imminent or there is a credible threat.

= Describes items that should be included when making a
report

= Encourages organizations to engage with their members
and to create a system of reporting through a culture of
shared responsibility

[ Move to a safe location before calling 9-1-1 ]
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Presentation Notes
Teaching Points: 
The Report product emphasizes getting help and describes the critical information that first responders will need when responding to an imminent or occurring event.
When making a report, employees should ensure their personal safety first. Move to a safe location before calling 9-1-1.
Gives examples of key information that employees should note when making a report to their organization.
Encourages organizations to share with their employees that reporting is designed to help not hurt. For example, engaging with their Employee Assistance Programs to obtain help.
Reminds the individual that some behaviors indicative of violence are Constitutionally protected.
Do not report based solely on protected activities, or based on race, religion, gender, sexual orientation, age, disability, or a combination of only such factors.



What to Report

When Calling 9-1-1:

If the person of concern is directly threatening you or others, if a weapon
of any kind is involved, or you feel that the threat of violence is imminent,
retreat and call 9-1-1

The 9-1-1 call taker will need specific information to provide an
appropriate response

= Your name = |s the incident still in progress?

= The location of the incident = A physical description of the person of

= The location of the person of concern concern

= Your exact location = The type and number of weapons, if any

= A description of the situation = The number of potential victims
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Presentation Notes
Teaching Points: 
If the person of concern is directly threatening you or others, if a weapon of any kind is involved, or you feel that the threat of violence is imminent, retreat and call 9-1-1.
The 9-1-1 call taker will need specific information to provide an appropriate response:
Your name
The location of the incident
The location of the person of concern
Your exact location
A description of the situation
Is the incident still in progress?
A physical description of the person of concern
The type and number of weapons, if any
The number of potential victims

Providing as much information as possible will aid authorities in providing support.  Even if the situation is resolved – keeping a record for yourselves with the same information is still valuable.

Elections specific:
The FBI encourages all election workers and election officials to report any perceived threats of violence, harassment, or intimidation to their local FBI Field Office Election Crimes Coordinator (https://www.fbi.gov/contact-us/field-offices); call 1-800-CALL-FBI (select #1, then select #3 “threat to election administrators”) or contact the FBI’s Internet Crime Complaint Center (www.ic3.gov). 
If You See Something, Say Something® - dhs.gov/see-something-say-something




What to Report Cont’d

When Notifying the Organization:

= The exact nature and context of the concerning behavior, comment,
and/or perceived threat

= Who or what is/was the target
= Any additional available background regarding the person of concern:

= |dentify any unusual behaviors or descriptors of the individual of concern
= |dentify specific concerning / suspicious / threatening observed behaviors
= |dentify any actions that were argumentative or confrontational

= |ndications that the person was attempting to avoid security

The information that you provide can contribute to a larger and more-informed threat
assessment by a multi-disciplinary threat management/security team and can provide or
corroborate evidence as to whether a person is progressing toward a malicious act.
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Presentation Notes
Teaching Points: 
When reporting information to your organization’s multi-disciplinary threat management/security team, relay the exact nature and context of the concerning behavior, comment, and/or perceived threat as well as who made it.
Report any contextual information regarding the person of concern: unusual behaviors, argumentative or confrontational actions, attempts to avoid security, grievances the person has, etc. 
This information can contribute to a larger and more-informed threat assessment and can provide more context as to whether a person is progressing toward a malicious act.
Again, the intent is to get help for the employee before they commit a malicious act, consider providing the employee information on the applicable Employee Assistance Programs. 

Reference:
CISA Insider Threat Mitigation Guide - cisa.gov/insider-threat-mitigation



Monitor Specific Threats

* Threats that are not known cannot be managed

Be aware of specific threats that could occur to your voting location,
personnel, or in your general area, communicate often with your local
law enforcement agency.

= Maintain an updated log

Track and ensure potential threats can be easily accessed by all
personnel.

= Be proactive

Use social media, the press, local law enforcement, and other resources
to research any potential threats of violence.
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Presentation Notes
Teaching Points: 
Unknown threats are the ones that pose the greatest danger. 
Communicate often with your local law enforcement agency.
Be proactive by using multiple sources of information and resources to maintain situational awareness of your threat / operating environment.  Consult your local law enforcement, Fusion Center, and FBI Field Office for localized threat briefings and information.
Maintain an updated log of potential threats and conduct threat awareness meetings before opening to the public to ensure all personnel are aware of threats and know how to report suspicious activity.
CISA’s Personal Security Considerations fact sheet encourages personnel to remain vigilant and report suspicious behavior that individuals may exhibit in order to thwart an attack. It contains several easily implementable security measures that can mitigate threats to personal safety. This product is translated in Chinese Simplified and Traditional, French, and Korean. 

References:
CISA’s Protecting Infrastructure During Public Demonstrations document offers security recommendations for businesses that may be the target of unlawful acts during public demonstrations. The document provides options for consideration to mitigate risk and access to CISA resources to assist with decision-making. cisa.gov/critical-infrastructure-and-businesses
CISA Personal Security Considerations - cisa.gov/critical-infrastructure-and-businesses 
If You See Something, Say Something® - dhs.gov/see-something-say-something
Fusion Center Locations and Contact Information - dhs.gov/fusion-center-locations-and-contact-information
FBI Field Offices - fbi.gov/contact-us/field-offices/ 


The De-Escalation Series will assist critical infrastructure owners and operators:

S

Recognize Assess De-Escalate Report
the warning signs if the situation or the situation currently taking the situation through organizational
for someone on the person of concern  place through purposeful reporting to enable assessment
pathway to violence is escalating actions, verbal communication, and management of an evolving
and body language threat, and 9-1-1 for immediate
threats

The De-Escalation Series was created with safety and prevention
in mind, and to enable stakeholders to avoid harmful situations.

cisa.gov/de-escalation-series
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Presentation Notes
Teaching Points: 
The De-Escalation Series was created to assist critical infrastructure owners and operators in preventing and mitigating violence.
The series is not intended to put stakeholders in harmful situations and reminds the individual on each product that personal safety is the priority.
Remind participants the products contain a small list of examples of potential stressors, changes in baseline behaviors, observable behavioral indicators, observable physical behaviors, and potential warning signs of an escalating person; these are not intended to be taken as single indicators but should be observed to support a holistic assessment of the person of concern’s circumstances and stressors. 


https://www.cisa.gov/de-escalation-series

For more information:
cisa.gov

Questions?

Tom Wilder, Protective Security Advisor (Portland District)

Thomas.Wilder@cisa.dhs.gov

Chass Jones, Protective Security Advisor (Oregon District)

Chass.Jones@cisa.dhs.gov

Jason Salfen, Protective Security Advisor (So. Oregon District)

Jason.Salfen@cisa.dhs.gov
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